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Introduction

A verifiable confidential Al you can trust. Experience the power of

decentralized Al with LibertAl running on Aleph's confidential DePIN
cloud. Keep your Al models and data secure within trusted execution
environments.

We interact daily with algorithms and Al
technologies controlled by large companies
whose interests and incentives often conflict
with ours. Current Al platforms harvest our
private data and work in a black box where
verifiability isn't granted and alignment is
controlled externally. Al platforms are limited
by resources such as computing power and
centralized payment rails, where systems need
to rely on companies that control the data and
the computing power.

This centralization raises concerns about
privacy and security and limits the potential
benefits of Al technologies. To ensure a more
equitable and transparent future, it is crucial
to explore decentralized alternatives that
empower individuals and communities.

Decentralized Al platforms leverage
blockchain technology and distributed
computing to create systems where data
ownership is returned to the users. These
platforms operate on transparency,
verifiability, open-source, and community
governance principles. By distributing
computing power across a network of nodes,
they eliminate the reliance on single entities
and reduce the risk of data monopolies.

Today, developers and researchers worldwide
are building agentic frameworks where Al
agents can divide tasks and run simultaneous
Al workloads to accelerate workflows with
fewer human interactions. With decentralized
Al systems on top of crypto rails, knowledge
graphs, data and computing power become
available in networks with shared resources,
encouraging self-improvement advancements
and autonomy.



Our Solution

LibertAl combines Al inferences
on top of compute network
decentralization for true DePIN
privacy, and user feedback
incentivized LLM development,
aligning open-source Al models
with transparent parameters and
datasets for verifiability.

Decentralized Al emerges as a viable
alternative to OpenAl. LibertAl prioritizes
enhanced privacy by offering confidential
decentralized inference and connectivity to
knowledge bases. This method leverages
open-source models with transparent
parameters and datasets. Al agents can
independently scale and fund their computing
requirements on a decentralized network like
the Aleph.im network, removing human
limitations such as the need for credit cards or
KYC procedures. The design of LibertAl
provides verifiable Al decision-making within
a Trusted Execution Environment in
confidential VMs, particularly beneficial for
DAOs. This model may potentially lead to Al
entities that need to generate revenue to
sustain themselves by managing their
computing costs, setting the stage for the
development of AGI.

Decentralized Al
Confidential inference
Open-source / verifiable

Autonomous Al workflow



Confidential

Inference

LibertAl ensures data is always encrypted and privately stored on distributed computing
networks. The platform’s integration with Aleph.im computing DePIN secures the mapping and
training of Al data, and offers distributed CPU and GPU for cost-effective Al. Aleph.im counts
esteemed clients and partners like Ubisoft, Synaps, and Request Network.

LLMs are hosted in IPFS

IPFS enables decentralized storage & sharing
of LLMs with data integrity & authenticity via
cryptographic hashes. Resilient to node
failures, supports large data, & allows sharing
of IPFS hash for accessing LLMs.

1 Request
2 Encryption for the VM
3  Encrypted Storage and RAM on the CRN

4  External sources

5 Model loaded from IPFS

Encrypted data in Confidential VMs

Confidential VMs are cutting-edge virtual
machines designed to provide a secure
environment for processing sensitive data,
particularly Al workloads. They use hardware-
based encryption for data processing,
ensuring that the hypervisor, which creates
and runs VMs as well as other system
components, cannot access the data. This
creates a highly secure and isolated
environment for Al workloads, significantly
reducing the risk of data breaches.
Confidential VMs can be used for sharing
confidential datasets, collaborating on
research, training and inferring Al models, and
pre-processing sensitive data, all while
keeping the data encrypted and de-identified.




Decentralized
Al agents

We build the path for Autonomous Al Agents
Diverse personalized entities, each dedicated to
distinct task.

Decentralized Al enables the development and deployment of
autonomous Al agents, leveraging blockchain technology and
cryptographic economic incentives. Decentralized Al agents require
efficient resource allocation to ensure optimal performance, which can
be challenging in decentralized environments.

Decentralized Al Infrastructure

Libertai aims to create a decentralized network of nodes that can run Al and ML models,
enabling a more secure, transparent, and community-driven approach to Al development
and deployment.

Data graph access

Agents can access vast amounts of data graphs, enabling them to make informed
decisions and learn from complex patterns and relationships.

Crypto rails

Native payment rails enable Al agents to access capital, perform complex actions,
reducing the need for intermediaries and increasing efficiency.

Knowledge access

Agents can tap into a decentralized network of knowledge, allowing for rapid
dissemination of information and collective intelligence.

Private Al

Decentralized Al agents can operate privately, ensuring that sensitive data remains secure
and protected.







